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Premier 3124FG

show
1.
show log =
= 500
show memory usage u
show cpu usage = CPU
show version = H/W  S/W
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Premier 3124FG

show interface [/nterface name]
Premier 3124FG

m Link Status -

m Received Packet Count (Rx Pkt Count) — The total number of good packets
that have been received by the port.

m Received Byte Count (Rx Byte Count) — The total number of bytes that were
received by the port, including bad or lost frames. This number includes bytes
contained in the Frame Check Sequence (FCS), but excludes bytes in the
preamble.

® Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes
successfully transmitted by the port.

®m Received Broadcast (Rx Bcast) — The total number of frames received by the
port that are addressed to a broadcast address.

®m Received Multicast (Rx Mcast) — The total number of frames received by the
port that are addressed to a multicast address.

® Transmit Collisions (Tx Coll) - The total number of collisions seen by the port,
regardless of whether a device connected to the port participated in any of the
collisions.

m Received Bad CRC Frames (RX CRC) - The total number of frames received by
the port that were of the correct length, but contained a bad FCS value.

®m Receive Oversize Frames (RX Oversize) — The total number of good frames
received by the ports that were of greater than the supported maximum length of
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1,522 bytes.

®m Receive Dropped Frames (Rx Drop) — The total number of dropped frames due
to lack of system resources.

Show interface

Switch# show interface
fal is down
type 100Base-TX
ifindex 0(k2) BROADCAST multicast
auto-negotiation
speed set auto
duplex set full

Last clearing of counters 17:31:00
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

fa2 is down
type 100Base-TX
ifindex 1(k3) BROADCAST multicast
auto-negotiation
speed set auto
duplex set full
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Last clearing of counters 17:31:00
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, O bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, O bytes
—-More--

Interf
show port counter In/Out packet en ertac
Show  port  statistics ° .1 .53

IENAME Rx/Tx bit/s, bytes/s, Config

pkts/s
show port counter
(faz/1) 5 ,1 ,5

Switch# show port counter
ifname I-Kbps O-Kbps InOctets InUpkt InNUpkt OutOctets OutUpkt
OutNUpkt
fal 0 0 0 0 0 0 0 0
fa2 0 0 0 0 0 0 0 0
fa3 0 0 0 0 0 0 0 0
fa4 0 0 0 0 0 0 0 0
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fab

fa6

fa7

fa8

fa9
falo
fall
fal2
fal3
fals
fals
fal6
fal7
fal8
fal9
fa20
fa2l
fa22
fa23
1528642
fa24 224 0 1779736598 20000 1528693 2279097 11857

120

fa25 0 0 0 0 0 0 0 0
fa26 0 0 0 0 0 0 0 0

O O O O 0O OO 0O O o o oo o o o o o
O O O OO OO0 0O o o o o © o o o o
O O O OO OO0 O O o o o o o o o o

O O O OO OO 0O O o o oo o o o o o
O O O OO OO O o o o o o o o o o
O O O OO OO0 O o o o o © o o o o

O O O OO O O 0O 0O O o o o o o o o o

0 0 0 0
224 2266323 11646 120 1779661246 19781

O O O O 0O 0O 0O 0O O o o o o o o o o o o

Switch#
Switch#
Switch# show port statistics fa24

Last clearing of counters 17:31:45
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RX | TX
bits/s bytes/s pkts/s | bits/s bytes/s pkts/s
5sec 222656 27832 23 0 0 0
1min 223912 27989 23 40 5 0
5min : 222840 27855 23 80 10 0
Switch#
show interface
High/Low threshold log
3.
Show interface
load interval <5-100> W interface
Show interface
no load interval interface
.(60 )
input-load-monitor .
<5-100> <1-1000> elo 'Oviln hr:?h t:zreaSh interface
<1-1000> yslog, p trap
no input-load- . .
. Input-load-monitor interface
monitor
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clear counters privileged
clear counters fvileaed
IFNAME prviieg
clear counters snmp snmp privileged
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Premier 3124FG

Premier 3124FG
CLI
500

Telnet , Syslog server

Premier 3124FG 0-7 Severity

5. Premier 3124FG

Severity

Emergencies (0)

Alerts (1)

Critical (2) Critical

Errors (3)

Warnings (4)

Notifications (5)

Informational (6)

Debugging (7)
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Premier 3124FG

B Timestamp
( Timestamp , )
HH:MM:SS MM/DD/YYYY
W Severity level
(< 1> Premier 3100
(0~7
B Log description

(

May
May
May
May
May
May
May

6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins
6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins
7 02:10:40 [5] IFM-NOTICE: Flow xx classified

7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal
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Logging

6.
enabled
Telnet enabled.
Time-Stamp enabled
Logging Server disabled

Syslog server IP address

None configured

Server facility

LOCAL7

Server severity

Warnings(4)

Severity

Debuggings(7)

Telnet  Severity

Warnings(4)

logging console {enable/disable}

Logging session {enable[disable}

Logging session level <0-7>

Logging server A.B.C.D

Logging trap <logging level..>

Logging facility <logging facility>

Show log [last]
[number-of-message]
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RMON(Remote MONitoring)

Premier 3124FG RMON(Remote Monitoring)

RMON Premier 3124FG RMON

RMON

RMON IETF(Internet Engineering Task Force) RFC 1271  RFC 1757

RMON
= RMON probe
- LAN VLAN
agent
® RMON Manager
- RMON probe
- RMON probe , RMON probe
in-band out-of-band
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RMON-compliant
Console Manager

bl

RMON-Probe
RMON-Probe
1. RMON Manager = RMON Probe
SNMP MIBs  SNMP agent
RMON MIBs LAN
LAN , )
RMON Agent , ) ,
Premier 3124FG < > RMON 9 ,
, , . RMON disabled
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8. RMON

(fragment, CRC Alighment, jabber, , )

(] / 1-3.600

u , MAC
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RMON Alarm Event

CLI SNMP Manager RMON Configuration
Privileged ,

9. RMON Alarm and Event

rmon alarm /ndex ifEntry variable ® RMON  Alarm Table  Alarm Config
ifindex interval {delta]absolute}

rising-threshold val/ue [ event- ® |ndex:1 65535

number] falling-threshold value = Variable = MIB object

[ event-number] [owner string] ® nterval alarm variable

® delta MIB variable

absolute MIB variable

® rising-threshold  falling-
threshold
® event option ,
alarm variable  delta
absolute rising-threshold
, falling threshold
Event
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Alarm owner

rmon event /ndex [log] [trap = RMON Event table  Event Config
community string] [owner string]
[description string] ® |og event ,

RMON log

. Trap Event
, trap

no rmon alarm alarm-index = RMON Alarm table alarm Config
no rmon event event-index = RMON Event Table event Config
show rmon alarm ® RMON alarm table Privileged
show rmon event = RMON event table Privileged
show rmon log = RMON log table Privileged

Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner mijiok

Switch(config)# rmon event 1 log trap community rmonTrap owner mijiok description

“Noti : Too Much InErrors”
Switch(config)# exit
Switch# show rmon alarm

The index of alarm 110
The interval : 20
The type of Packets

: inErrors
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The interface : fal

The type of Sample : deltaValue

alarmValue :0

The status of starting: RISING_FALLING_ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventindex : 1
alarmFallingEventindex : 1

alarmOwner : mijiok

Switch# show rmon event

The Index of event : 1

eventDescription  : "Noti:TooMuchlInErrors"
eventType : log and trap
Community : rmonTrap
eventOwner > mijiok

Switch#

10. RMON Statistics And History

rmon history /ndex ifEntry /findex L] bucket interval Config
[buckets bucket-number] [interval
seconds] [owner string] B jndex 1 65535
® Bucket default 50
no rmon history /ndex ifEntry /findex ™ History Disable Config
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show rmon history = RMON history table . Privileged

show rmon statistics ® RMON statistics table Privileged

Switch# show rmon statistics

The Index of stats  : 1

Interface : fal
Drop Events :0
Total Octets :0
Total Packets :0
Broadcst Packets :0
Multicast Packets 10
CRC errors :0
Under Size Packets : 0
Over Size Packets :0
Fragments :
Jabbers :0
Collisions :0

Pkts 64 Octets 0
Pkts 65 to 127 Oct 0
Pkts 128 to 255 Oct : 0
Pkts 256 to 511 Oct : 0
Pkts 512 to 1023 Oct : O
Pkts 1024 to 1518 Oct: 0
Owner : locus
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The Index of stats : 2

Interface : fa2
Drop Events :0
Total Octets

Total Packets :0
Switch#

Switch# configure terminal

Switch#(config)# rmon history 1 ifEntry 1 buckets 20 interval 10 owner mijiok
Swtich#(config)# exit

Switch# show rmon history

====== fal ======
Control-index 01
ifindex 01
interval 110
buckets 120
owner : hong

———fal : bucket 1 ——-

DropEvents :0
Octets :0
Pkts :0
BroadcastPkts :0
MulticastPkts :0

CRCAlignErrors :0
UndersizePkts :0
OversizePkts :0
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Fragments

Jabbers :0
Collisions :0
Utilization :0

-—- fal : bucket 2 —--
DropEvents :0
Octets :0
Pkts :0
BroadcastPkts :0
MulticastPkts :0
CRCAlignErrors :0
UndersizePkts
OversizePkts :0
Fragments

Jabbers :0
Collisions :0
Utilization :0

—-—-fal : bucket 3 —--

DropEvents :0
Octets :0
Pkts :0
BroadcastPkts 0
MulticastPkts :0

CRCAlignErrors :0
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Qos Packet Filtering

P3100
MFC Scheduling
In ) ) Out
——n classfication by 5 tupIeS ———p - Strict queuing b
-WFQ
- drop
- gueuing
- rate-limit
Premier 3124FG Qos Packet filtering
B MFC(Multi-Field Classifier)
, src/dest IP, UDP/TCP Port
classification flow-rule drop, queuing, rate-limit, marking
(action) . filtering

® Scheduling
Scheduling

- Strict Queuing Method
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- WFQ(Weighted Fair Queuing Method)
SPQ

MFC(Multi-Field Classifier)

Flow-Rule /

Flow-rule classification .
Flow-rule , src/dest IP, UDP/TCP Port, dscp, Tcp sync
classification . ,
netbios-filter, nbt-filter, dhcp-filter classification
action Filtering(drop)

11. Flow-rule Classification

flow-rule NAME classify { <0-255> | rule
icmp | igmp | ip | ospf | pim | tcp
| udp } { SRCIP / MASK | any } src/dest ip
{ DSTIP / MASK | any }

Config

flow-rule NAME classify { tcp | ﬂow_l;;le/tc
udp } { SRCIP MASK [ any } PP
{ DSTIP /MASK [ any } { <O- src/dest ip

255> [ SRCPORT } { <0-255> src/dest port
| DSTPORT} "

Config
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Classification Flow-Rule (action)

Qos Cos, Queue marking , rate-limit

12. Flow-rule

flow-rule NAME match drop Config
flow-rule NAME  match )
queue VALUE Config
Queue
flow-rule NAME  match
queuing-and-marking Queue , Queue Config
VALUE Cos
marking
flow-rule NAME match rate- )
. o Config
limit <8-1000000> rate-limit
rate-limit-aggregator NAME Rate-limit-aggregator Config
<8-1000000> .
flow-rule NAME match rate- :?r?]tif—_;grg:egator Rate- | Config
limit aggregator NAME
no flow-rule NAME match . Config
no rate-limit-aggregator Rate-limit-aggregator Config
NAME

b Notice flow-rule
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Notice rate-limit 8kbps , System wide
7 rate
Notice rate-limit-aggregator flow-rule
rate-limit
flow-rule
13. flow-rule
No flow-rule NAME NAME  flow-rule . Config
Flow-Rule
Flow-rule 4 .
Qos :
Qos mapping table(show qos cos ) Qos
marking , marking

. marking/remarking

policy—-map /

map

Flow-rule Policy-map , Policy-
Flow-rule ,
Policy-map Flow-rule

show flow-rule

14. Policy-map

policy-map PNAME  flow- PNAME Config
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rule FNAME PNAM

policy

FNAME flow

Policy-map ,

15. Policy-map flow-rule

Flow-rule

PNAME policy-map

No policy-map PNAME Config
PNAME licy-
No policy-map PNAME FNAME pzcﬁl rr:gp Confi
flow-rule FNAME 9
policy-map  vlan /
16. policy-map /
. . IFNAME
service-policy IFNAME PNAME olic —m(a ) Confi
PNAME policy=map g
no service-policy policy- .
IENAME map Config
Notice policy-map
policy-map
flow-rule policy-map
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Notice policy-map flow-rule drop match rule
, drop
flow-rule
17. Flow-rule
show flow-rule flow-rule policy-map Config
licy-
show service-policy policy=map Config
vlan
1) fal
tcp 6000 drop
Src ip 20.1.1.0/24 queuing 2
Tcp 23 queuing 3 (highest) marking

Switch#configure terminal

Switch(config)# flow-rule f1 classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop

Switch(config)# flow-rule f2 classify ip 10.1.1.0/24 any
Switch(config)# flow-rule f2 match queuing 3
Switch(config)# flow-rule f3 classify tcp any any 23 any
Switch(config)# flow-rule f3 match queuing—and-marking 3
Switch(config)#

Switch(config)# policy-map p1 flow-rule f1
Switch(config)# policy-map p1 flow-rule 2
Switch(config)# policy-map pl flow-rule f3
Switch(config)#
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Switch(config)# service—policy fal

Switch(config)#
2) fa2
Tcp 4010 rate limit 10Mpbs
tcp 5010, 5020 rate limit 20Mbps

Switch# conf t

Switch(config)# flow-rule f4 classify tcp any any 4010 any
Switch(config)# flow-rule f4 match rate-limit 10000
Switch(config)# rate-limit aggregator ral 20000
Switch(config)# flow-rule f5 classify tcp any any 5010 any
Switch(config)# flow-rule f5 match rate-limit aggregator ral
Switch(config)# flow-rule f6 classify tcp any any 5020 any
Switch(config)# flow-rule f6 match rate-limit aggregator ral

Switch(config)#

Switch(config)# policy-map p2 flow-rule 4
Switch(config)# policy-map p2 flow-rule f5
Switch(config)# policy-map p2 flow-rule f6
Switch(config)#

Switch(config)# service—policy fa2 p2

service-policy poll
Switch#
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Qos

IEEE 802.1p tag L2
cos . queuing . ,
cos / . 0 7
. Premier 3100 4 queue

, mapping table system wide
marking/remarking

18. Qos Marking/Remarking

cos
qos  cos-queue-map mapping queue Config
<0-7> <0-3> . show qos cos
. queue
qos cos-remarking <0- . .
25 <0—7> remarking Cos Config
19. Qos Marking/Remarking
cos

show qos cos mapping/remaking Privileged
Scheduling

Premier 3124FG Scheduling SPQ(Strict Priority Queue)

Method  WFQ(Weighted Fair Queing) Mothod SPQ

SPQ  WFQ
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flowl o
1priority
60M :
flow2 ‘
60M 2priority Scheduler >
flow3 N
iori flowl : 60M
60M 3pr|0r|ty
flow2 : 40M
flow3 : OM
2. SPQ(Strict Priority Queue) Method
SPQ(Strict Priority Queue) Method
flowl
flow3
flowl
100M 5oweight
flow2 ‘
100M 3oweight Scheduler >
flow3
100M >oweight flowl : 50M
flow2 : 30M
flow3 : 20M
3. WFQ(Weighted Fair Queing) Method
WFQ(Weighted Fair Queing) Method SPQ
weight
. WFQ WRR , WRR weight
, Queue weight
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Premier 3124FG 4 sheduling Queue
Queue

20. Queue-method

Interface Queue-
. method Strcint

queue-method <0-3> { strict

| wig } WFQ . | Interface

9 Default Strict
b Notice SPQ 4  Queue
WFQ Method Queue Weight

21. Wrr-method Queue weight
wiq-profile weight- Weight-based wfq . Interface

based

wfqg—profil ight- .
no wig-profile welg Weight-based wfq . Interface

based

Interface Queue
ight .

wfg-profile weight <0- Wel\?VFQ queue nterface

3> <100-65534> )

show port qos

wfg-profile ratio <1-

99> <1-99> <1-99> Ratio—-based wfq . Interface

<1-99>
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scheduling

22. interface  queue-method weight
queue-
show port qos method WRR Interface
weight
Congestion Avoidance
. Premier
3124FG Flow Classifier Traffic Conditioner

. Premier 3124FG

Filtering
netbios filtering . Netbios

, Netbios / Netbeui / NBT / AppleTalk / Novell netware

Dhcp
DHCP server
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23. Filtering

netbios
. Allports
filter netbios ( allports | , downonly x
downonly | stacking- tx Config
tx) . Stacking-tx stacking
tx
no filter netbios netbios .
Config
filter dhcp IFNAME dh filteri
ilter dhcp cp filtering Config
no filter dhcp dhcp fltering .
IFNAME Config
h - —
show filter Filtering Privilege
d
Notice P3124FG tx stacking
netbios stacking port fa23 , fa24
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